Securing Your
Digital Data
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> Data loss
> Bad guys
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S0, how did you
discover this?







————Law Firm Autopilot————

A burned-out attorney stumbles upon
the elusive secret to a highly prosperous
solo practice that virtually runs itself.







CapitalOne

My Office
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Weblog: Ernie The Attorney

Personal
E-mall me
About me
Wishlist
Etc...

Personal KM
PopTech 2002

Travel Blog

Whatsa
Weblog?

Law Stuff

Law Blog
Outline

Legal
Information

TechTools for
Lawyers

PDF For
Lawyers

Tech Stuff

TivOo

Picasa

Treo 300
ActiveWords

7 Updated: 9/18/2003; 2:07:07 PM.

| . Tuesday, August 12, 2003

PDF for Lawyers is going to move to TypePad too
Click here for a glimpse of the new home of PDF for Lawyers site. I plan to make this a multi-author blog and invite my lawyer friends who know a lot about PDF to

share their insights here as well. Check it out.
12:56:08 PM #

| Monday, August 11, 2003

Ernie the Attorney's posting from a new perch
Click here if you want to see where I'm posting. It's the new TypePad blogging system from the people who created Movable Type, and it rocks!!!
1:29:08 PM #

| . Tuesday, August 05, 2003

Okay, and now for something completely new & different - let's post somewhere else
I think I'm going to try TypePad. I signed up for the trial account and have set up some basic stuff. So for the next couple of weeks you can find my postings over
here. I doubt I'll wind up there permanently (but I have plans to move somewhere soon) so don't view this as a permanent change, but feel free to subscribe to the

full-length XML feed. And let me know if you have any problems.
1:57:33 PM =

New Blogging Service Rolls Out.
If you want to set up your own blog you might want to check out TypePad (which is from the well-established folks at Movable Type). A shining example of the
power of this new blog tool is the PVR Blog, which is a great resource for information on devices like TiVo and ReplayTV and digital recording devices in general.

There are 3 levels of service for TypePad, the lowest priced one is $5.00 a month, which includes hosting and a bunch of features (i.e. the ability to publish picture
7ibums etc). WNorth checking out.

1:27:12 AM =







LEGAL TAL
NETWORK S

MAY 24, 2018
. in One Hour

AdObC ACYObat FOR LAWYERS - Putting your Firm on Autopilot

Ernie Sv i
enson discusses about automation and how to

set up systems that wi
will hel .
more efficiently. P attorneys run their firms

lEGAIﬁ

TOOLKT =~ =92 Mookt
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£RNIE SVENSON

> 0:00/000 @

BlOgglng i‘n One Hour
FOR I,/\\\"YI':RS

] ERNIE SVENSON

LEGAL TALK

NETWORK

ABALY DEC 16, 2015

“;‘ How Ernie the Attorney Started His

Solo Practice

Among solo practitio
known for consulting

ners, Ernest “Ernie the Attorney” Svenson is well-
on technology and, specifically, going paperless.
But what many lawyers don't know is how Ernie transitioned from a
commercial litigator in a big New Orleans law firm to a tech savvy
solo. In this episode of New Solo, learn all about how Ernie’s...

New Solo

» 0:00/000 @
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My 100% Focus
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Carlee Gonzales

James Monast

“An Incredible experience! |
received so much information
that | was looking for in planning
my solo firm. You saved me so
much time trying to find
answers on my own.”

This has opened up new
windows on the world of
running a legal practice more
effectively and efficiently.
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. Patrick & Z’ép‘a Slaughter

LaFevor/SIaughfer Law Firm_ - Knoxville TN

“It was kind of hard for me to believe at first, but you really can
run your practice from anywhere and be just as productive if
you take the time to set your practice up to take advantage of

today's technology. —Thanks Ernie!”







GRAB MY (FREE) TECHNOLOGY RESOURCE GUIDE. CLICK HERE AND I'LL SHARE.

Oernle HOME ABOUT COURSES SPEAKING PODCAST TESTIMOM.ALS B.' G CENTACT
—

Greedy Opportunists & Lovable Fools

The reason lawyers aren't better at harnessing technology isn't their lack of tech skills. It's because they
haven't found the right people to help them.

A lot of people that seem helpful aren’t all that helpful. Some are greedy opportunists. Some are just friendly
fools. And, of course, some are sanctimonious demagogues.

Here's a list of people to be very wary of, starting with...







There are ten key elements for creating a sm

Those elements aré groupedi

\. Approach - «Whether you think

1. Mindset - You should cultivate empowering

ooth-runn’mg, fina

ncially-thriving law practice.

nto three main categories, as shown below.

you can or think you can’t, you're right.” —Henry Ford

mindsets and stifle any limiting peliefs

you have about the success you're truly capable of achieving:

2. Vision - What kind of practice

detall as possible. For example, who exactly would be

do you truly want? Descli

pe itin writing, with as much

your “dream client”? How many hours

would you work each week and what would you do?

3. Focus - Making the radical changes
unconvenlional-but-powerful approach (i.e.

4. Assistance - You'l need help in growing

get great results consistent\y. and who've pr

\1. Operations -

—Peter Drucker

4. Systems - You must operate your pusiness using

and update reg
2. Streamlin'mg

paperless workflows,

3. Delegating - You should only do work that you are exceptionally good ata

thoroughly enjoy. Even if you want to have full-time employees working in your

using outsourcing as much as poss'\ble.

111 Marketing - «Ninety-niné percent

__David Ogilvy

1. Fundamentals - You must understand how proper marketing works.

money on consulting of advertising

needed to create

automation, cloud storage. and virtual collaboration (i.

your ideal 1aw firm requires an

the “80/20 principle ”).
your practice. Make sure you getit from people who

oven they can help lawyers like you.

«Efficiency IS doing things right; effectiveness is doing the right things.”

well-developed systems thatyou document

ularly as your key workflows evolve.

- You can radically improve both efficiency and effectiveness by |everaging

e. mobile lawyering)
nd which you

office, consider

of advertising doesn't sell much of anything."

pon't spend any

until you do-

2. Basic Marketing - Attracting “warm |eads” is easy- \t's called Referral Marketing and it works

exceptiona\\y wellw
have to spend a dime on advertising.
3. Advanced Marketin

Marketing pr'mcip\es. and

can spend money on advertising at this point, b

Visit LawFirmAutopiIot.com for more i

ith the folks who already know you,

g- Attracting “cold |eads” is hard. Buty

pest of all you can

nformation

\ike you and trust you Plus, you don't

ou can do it if you use Direct
automate the process if you have a website. You

ut you probab\y shouldn't need to.

L(’.f
AUTOPILOT

LAW FIRM




Agenda

> The #1 Problem (the “weakest link”)
> Passwords - The 2nd weakest link

> Extra layer of security (works if
hackers get your password)

> Your concerns...






Securing Data

1. Data Loss (usually inadvertent)

2. Hackers (malicious, intentional)



How to protect your data

from Inadvertent loss

> Backup
> Sync
> DMS settings
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Do you think your password is secure? Try comparing it with the 25 most common
passwords of 2012.

According password management company SplashData, the top three passwords
of the year are "password," "123456," and "12345678." The company’s list of the
"25 worst passwords of the year” was compiled using data that hackers have
posted online, which are said to be stolen passwords.

The 25 most common passwords of 2012

Sports

More

Most Popular

1. password (Unchanged)
2, 123456 (Unchanged)
3. 12345678 (Unchanged)
4. abc123 (Up 1)

5. qwerty (Down 1)

6. monkey (Unchanged)
7. letmein (Up 1)

8. dragon (Up 2)

9. 111111 (Up 3)

10. baseball (Up 1)

11. iloveyou (Up 2)

12. trustno1 (Down 3)

13. 1234567 (Down 6)

14. sunshine (Up 1)

15. master (Down 1)



Don’t be at the
back of the pack




The weak link













How the trick works




Psychological Manipulation
— A 3 Step Process —

1. Capture attention

2. Quickly create trust

3. Trigger action (click the link)




Send Same Now Discard

To " Hacker-bait lawyer

Subject | can’t believe this picture of YOU!!!

B 7 U FAHRD "=|E:E3B&=ES3L -

This is ridiculous and you should be ashamed!!!

http://www.facebook.com/yourname-naked

X

Actually links to hacker’s website
which installs a key logger program
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But the email came from
your friend...
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Is your password easily guessed?
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Iy CHENDA NGAK CBS NEWS October 24, 2012, 2: 27 PM

Do you think your password is secure? Try comparing it with the 25 most common
passwords of 2012.

According password management company SplashData, the top three passwords
of the year are "password," "123456," and "12345678." The company’s list of the
"25 worst passwords of the year” was compiled using data that hackers have
posted online, which are said to be stolen passwords.

The 25 most common passwords of 2012

Sports

More

Most Popular

1. password (Unchanged)
2, 123456 (Unchanged)
3. 12345678 (Unchanged)
4. abc123 (Up 1)

5. qwerty (Down 1)

6. monkey (Unchanged)
7. letmein (Up 1)

8. dragon (Up 2)

9. 111111 (Up 3)

10. baseball (Up 1)

11. iloveyou (Up 2)

12. trustno1 (Down 3)

13. 1234567 (Down 6)

14. sunshine (Up 1)

15. master (Down 1)



Use a strong password

4ET%1ge6 N4
1234 X




Use a passphrase

“Happy bird today”
“Wolf Nest Rock”



Use a different password
for every important account

1 Sign in to Online Banking

Log In to view your portfolio:

Welcome to Chase.com Customer ID/SSN

- . - Retuming User Log On
Erter Your Orine 1D Sn In 4 gUser D 9 [ PIN

] Save this Onine D Encol | |
Password Remember Customer ID/SSN: m

Heploptons \ l




That seems like
a lot of work...




Sectlons = @he Washington Post

Democracy Dies in Darkness

The Switch ¢ Review

Your password has probably been stolen. Here’s
what to do about it.

By Geoffrey A. Fowler % Email the author

Do you hate creating and remembering your passwords? Here's the solution.

> 2:51 ——

The Post's Geoffrey A. Fowler shows you how password managers are a much better (and more secure) way to manage your
passwords to your favorite sites.

Pardon the interruption, but your passwords are leaking.

You’ve probably become numb to all the headlines about data breaches. But a website called

Have I Been Pwned will expose the horror they’ve wreaked on you.



LastPassEXrrza FEATURES HOW IT WORKS GO PREMIUM

The Last Password
You Have to Remember

% The Secure and Trusted Way to Store Passwords

4
Leading Encryption Technology Local-Only Add Multifactor Authentication
We've implemented AES 256-bit encryption with Decryption Want to up your online security? Add one of
routinely-increased PBKDF2 iterations. That's our many multifactor authentication options.
tech speak for strong protection for the data All sensitive data is encrypted and decrypted By adding a second login step, you're better
you store in LastPass. locally before syncing with LastPass. Your key protecting your account - and the information

never leaves your device, and is never shared you've stored in it.
with LastPass. Your data stays accessible only
to you.


http://bit.ly/LastPassSignUp

Use a passphrase

“Happy bird today”
“Wolf Nest Rock”



Use 2-Factor Authentication

A

y - Microsoft
' \: Outlook
/



2-Factor Authentication
Requires 2 Things:

1. Password (thing you know)

2. Cellphone (thing you have)

A 6-digit is sent to your phone by
text message when you login
from a new computer or device



VWhen Logging
into site from
a hew computer



arning Emall

Q Dropbox to me ¢ 8:53 AM
$

We noticed you logged into Dropbox using IE on Windows 7 at
08:53 AM GMT-07:00 from United States.

Note: Your location may be inaccurate since it was estimated
using your IP address.






Don’t be at the
back of the pack




Send Sam Now Discard

19. Hacker-bait lawyer

Subject: | can’t believe this picture of YOU!!!

B 7 U FFT TR T =z E3Edg=ssE3IL r

This is ridiculous and you should be ashamed!!!

http://www.facebook.com/yourname-naked

X

DON’T CLICK THE LINK




LastPassEXrrza FEATURES HOW ITWORKS GO PREMIUM

The Last Password
You Have to Remember

% The Secure and Trusted Way to Store Passwords

72 .5 1
A 4\
4
Leading Encryption Technology Local-Only Add Multifactor Authentication
We've implemented AES 256-bit encryption with Decryption Want to up your online security? Add one of
routinely-increased PBKDF2 iterations. That's our many multifactor authentication options.
tech speak for strong protection for the data All sensitive data is encrypted and decrypted By adding a second login step, you're better
you store in LastPass. locally before syncing with LastPass. Your key protecting your account - and the information
never leaves your device, and is never shared you've stored in it.
with LastPass. Your data stays accessible only
to you.

bit.ly/l astPassSignUp



http://bit.ly/LastPassSignUp

Example #2
Personal Injury: Specialized

24 QUESTIONS FREE REPORT

YOU NEED TO ASK

EEEMITY 24 QUESTIONS YOU NEED TO ASK

& BEFORE HIRING

ALEG
IONNAIRES' DISEASE ATTORNEY

Speaker

~
-
Hour (ABA) %

PDF Essentia L
ey ® 7
Awards

AGPSOLO IS

FACTS ABOUT

EMAIL MARKETING

“EMAIL IS THE CHAN
GENERATING THE ms'glr

ROI FOR MARKETERS."

. Example #3
- mall Business Attorney

EFFICIENT. AESPONSIVE. TRANSPARENT.
: 5t

Louisiana S e
isiana Small Business Att - s i
Andrew Legrand $3 Attorney

There are ten key elements for creating @ smooth-r

Those elements are

\. Approach - “whether

1. Mindset - You should cultivate em

you have
2. Vision

detail as

unning, ﬁnancially-thriving Jaw practice.

grouped into three main categories, as shown below.

you think you can or think you can’t, you're right” __Henry Ford

powering mindsets and stifle any limiting beliefs

about the success you're truly capable of achieving-

_What kind of practice do you truly want? Describe it in writing, with as much

possib\e. For example, who exactly would be your “dream client”? How many hours

would you work each week and what would you do?

3. Focus

unconve

4. Assistance - You'll need help in

get great results €

\I. Operations -

1. Syste!

ms - You must operate your business using well-develop

_ Making the radical changes needed to create your ideal law firm requires an

mional—bu‘-powerfu\ approach (i.e. the “80/20 principle").
growing your practice. Make sure you getit from people who

onsistently and who've proven they can help lawyers like you-
«Efficiency IS doing things right; effectiveness is doing the right things.”

__peter Drucker
ed systems thatyou document

and update regularly as your key workflows evolve.

2. Strea

paper\ess workflows, automation, ¢
3. Delegating - You should only do

thoroughly enjoy. Even if you wantto h

miining - You can radically improve both efficiency and effectiveness by |everaging
Joud storage, and virtual co\labora('lon (i.e. mobile \awyering\
work that you are except\ona\ly good atand which you

ave full-time employees working in your office, consider

using outsourcing as much as possible.

11l Marketing -

1. Fundament

money

2. Basi

exceptionally well with the folks who already know you, like you and trustyo

“Ninety-nine percent of advertising doesn't sell much of anyrhingl’

_David Ogilvy
als - You must understand how proper marketing works. pon't spend any
on consulting or advertising until you do-

¢ Marketing - Attracting “warm |eads” is easy- \t's called Referral Marketing and it works

u. Plus, you don't

have to spend @ dime on advertising-

3. Adv

Marketing principles, and be

can spend money on advertisin

Visit La

anced Marketing - Attracting “cold |eads” is hard. Butyou can do itifyou use Direct

st of all you can automate the process if you have a website. You

g atthis point, but you probably shouldn't need to.

LAW FIRM
AUTOPlLOT

wFirmAutop"ot.com for more information

ernietheattorney.net/security



http://ernietheattorney.net/san-diego







Got any questions?

ernietheattorney.net/security



http://ernietheattorney.net/trust




LAWFIRM AUTOPILOT
SUCCESS BLUEPRINT
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Envision Your Success Goals Create Your Unique Success
Plan & Get Help to Implement it

|

|

|
v

A <& -|- - [I}
Streamline Your Operations Using Market Your Practice By
Systems, Automation & Outsourcing Building Trust Thoughtfully

%. LAW FIRM
AUTOPILOT



