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Securing Data





So, how did you 
discover this?



Law Firm Autopilot
Law Firm Autopilot

Ernie Svenson



————Law Firm Autopilot————
A burned-out attorney stumbles upon  

the elusive secret to a highly prosperous  
solo practice that virtually runs itself.





My Office



























Weblog: Ernie The Attorney
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My 100% Focus



“An incredible experience! I 
received so much information 
that I was looking for in planning 
my solo firm. You saved me so 
much time trying to find 
answers on my own.”

This has opened up new 
windows on the world of 
running a legal practice more 
effectively and efficiently.

Carlee Gonzales

James Monast



“It was kind of hard for me to believe at first, but you really can 
run your practice from anywhere and be just as productive if 
you take the time to set your practice up to take advantage of 
today's technology. —Thanks Ernie!”







Perspective Matters





Agenda
‣ The #1 Problem (the “weakest link”)


‣  Passwords - The 2nd weakest link


‣  Extra layer of security (works if 
hackers get your password)


‣  Your concerns…





Securing Data

1. Data Loss (usually inadvertent)


2. Hackers  (malicious, intentional)



How to protect your data  
from inadvertent loss

‣ Backup 
‣ Sync 
‣ DMS settings



How to protect your data  
from malicious hackers





Don’t be at the 
back of the pack



The weak link









How the trick works



Psychological Manipulation 
– A 3 Step Process –

1. Capture attention 

2. Quickly create trust 

3. Trigger action (click the link)



I can’t believe this picture of YOU!!!

Hacker-bait lawyer

This is ridiculous and you should be ashamed!!!

http://www.facebook.com/yourname-naked

Actually links to hacker’s website 
which installs a key logger program



But the email came from 
your friend…



The hacker got into your 
friend’s computer first



Is your password easily guessed?





Use a strong password



Use a passphrase

“Happy bird today”
“Wolf Nest Rock”



Use a different password 
for every important account



That seems like  
a lot of work…





  

http://bit.ly/LastPassSignUp


Use a passphrase

“Happy bird today”
“Wolf Nest Rock”



Use 2-Factor Authentication



2-Factor Authentication 
Requires 2 Things:

1. Password (thing you know) 

2. Cellphone (thing you have)
A 6-digit is sent to your phone by 

text message when you login 
from a new computer or device





Warning Email



Summary



Don’t be at the 
back of the pack



I can’t believe this picture of YOU!!!

Hacker-bait lawyer

This is ridiculous and you should be ashamed!!!

http://www.facebook.com/yourname-naked

DON’T CLICK THE LINK



 bit.ly/LastPassSignUp

http://bit.ly/LastPassSignUp


ernietheattorney.net/security

Want my Slides? And the Guide?

http://ernietheattorney.net/san-diego






ernietheattorney.net/security

Got any questions?

http://ernietheattorney.net/trust





